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I. INTRODUCTION:

The incumbent of this position serves as the advisor to the Director, Defense Threat Reduction Agency (DTRA) on all matters of Information Resource Management (IRM), Information Assurance (IA), and Information Technology (IT) systems and services planning, programming and acquisition. The Chief Information Officer (CIO) is dual hatted as the Chief, Information Systems (IS) Office. 

The incumbent is responsible for developing and implementing all IT and telecommunications policies and procedures that support the missions of DTRA.  As CIO, incumbent oversees an Agency annual IT budget averaging $80M.  The executive is responsible for directing the acquisition of all IT and telecommunications resources that support Agency business processes, and oversees DTRA IT research and development efforts.  Within the framework of applicable legislation and DoD Policy, the incumbent exercises central direction over DTRA’s office automation systems, IT infrastructure, and telecommunications support. 

As the Chief, IS, the executive will exercise supervisory control over two subordinate divisions and two staff offices: the Systems Division, the IS Operations Division, the Special Projects Staff and the Resource Management Staff, comprised of 65 government personnel, both military and civilian, and approximately 70 contractor personnel.  The incumbent will establish effective working relationships with counterparts within the Department of Defense, other Federal agencies, and industry.

II. PRINCIPAL DUTIES AND RESPONSIBILITIES:

Functions as the DTRA CIO under the provisions of subdivision E of the 1996 Clinger-Cohen Act (P.L. 104-106), Executive Order 13011 (16 July 1996) and DoDD 8000.1. 

Ensure Agency IT activities are integrated through plans, programs, policies, and procedures that are consistent with Federal and DoD CIO guidance.

Develop and execute financial strategies for AIS life-cycle management, ensuring that Agency IT investments reflect sound capital planning.

Develop, maintain and facilitate the implementation of a sound and integrated Agency IT architecture that extends to field locations.

Lead Agency in the effective management of information resources by: advocating cross-organizational program process improvements, ensuring program processes are modified to take full advantage of IT solutions; promoting standards-based IT architecture; enabling cost-efficient and effective use of IT resources; and, exercising principles of effective IT capital planning and investment analysis.

Represent the Agency's interests on such bodies as Executive Steering Groups, DoD CIO Councils, and other key CIO level Committees and Working Groups.  Represent the Agency on DoD IT working groups.  Serve as Agency IT representative on major Federal, DoD and commercial sector groups, committees and boards.

Oversee Agency IT management procedures, and how those procedures lead to improvements in work processes.

Provide Agency IT oversight, to include field activities such as Albuquerque Field Operations (AO) and the On-Site Inspection Directorate's European Operations Division and detachments at San Francisco, Magna, Japan and Tooele.

Establish mission-based performance measures for IT investments that are aligned with Agency performance plans pursuant to the 1993 Government Performance and Results Act (P.L. 103-62).

Monitor and evaluate Agency IT development against established performance measures and advise the Director, DTRA to continue, modify or terminate IT development based on current performance.

Establish and implement an Agency IT training curriculum through the Information Resources Management College of the National Defense University.

Provide Agency-wide implementation of the Paperwork Reduction Act of 1995, Public Law 104.13.

Oversee the Agency's IA Program, as outlined under the provisions of section 4, Presidential Decision Directive 63, May 22, 1998.

Develop and maintain the Agency Information Technology Management Strategic Plan (ITMSP) as required by the 1996 Clinger-Cohen Act. Develop operational annexes to provide guidance for executable year and 1- to 2- future years IT technical and procurement planning.  Develop and coordinate technical strategies that implement and integrate initiatives into the operational annexes of the Agency ITMSP.

Identify the performance and results based measurements for IT investments throughout the systems life cycle.

Prepare the Agency Defense Information Infrastructure (DII) Tab G Report to the Agency Program Objective Memorandum (POM), and the Information Technology overview and associated documents to the Agency Budget Estimates Submission (BES) and the President's Budget (PB).

As a function of IT capital investment and the Future Year IT Plan, program IT life-cycle replacement funds into the Agency POM.  Oversee the utilization of these funds to ensure IT supports Agency mission requirements.  Assist Agency Program Managers in developing long-range development and modernization plans for IT supporting Agency strategic goals.

Serve as the Agency point of contact for all matters involving DTRA interface with the DII.

Ensure compliance with provisions of DoD guidance, policy, and implementation direction for the Global Information Grid (GIG) such that Agency IT applications are planned, designed and implemented to use the GIG computing and communications infrastructure.   

Coordinate and consolidate Management Control reporting requirements, and provide input to congressional hearing documents and other special projects, as required.

Provide oversight to ensure information records are properly managed, i.e., information is: collected only as needed; protected from those who would destroy or abuse it; readily accessible to those who need it; and, quickly disseminated to those who plan to use or contributed to it.

Works with DTRA management to ensure conduct of IT processes is timely, cost-effective, in accordance with all applicable statutes, regulations and policies, and provides the best available capability consistent with requirements and within available budget resources.

Supports research, development and engineering efforts needed to define IT alternatives that can improve operations and customer service.  Stays abreast with user requirements and customer satisfaction with products and services.

Provide the means for senior Agency management personnel to obtain information regarding the progress of an investment in an information system, through the implementation of milestone reviews for measuring progress on an independently verifiable basis, in terms of cost, capability to meet specified requirements, timeliness, and quality.

Serve as the DTRA point of contact for Electronic Commerce (EC).  Represent DTRA EC interests to the DoD Joint EC Program Office and the DoD EC Advisory Council.

Manages Information Systems Office division chiefs and immediate support staff.   Provides guidance to management-level contractors assigned as consultants on IT related issues.  Facilitates the exchange of concepts, management techniques, technology advances, and productivity improvements.  

III.  FACTORS:

Factor 1, Knowledge Required by the Position

Demonstrated professional knowledge and competence, leadership and management ability in IT.  

Demonstrated experience and understanding in applying Federal Acquisition Regulation guidelines, DoD rules and regulations dealing with IT, and the Planning, Programming, and Budgeting System process.

Experience in developing, implementing and evaluating large and highly complex technical programs with large organizations through the application of innovative technical concepts and sound management techniques.

Experience demonstrating interface with and direction of a multi-disciplinary staff composed of civilian and/or military engineering, technical and administrative or clerical personnel, plus demonstrated achievement or

Implementation of Equal Employment Opportunity (EEO) goals and objectives.

Experience with management of IT resources for large organizations.  Experience with development and implementation of telecommunications policies, and the design, application and oversight of IT office automation infrastructure requirements.

Experience in developing and implementing an information technology architecture that directly supports accomplishment of large organization mission requirements, to include developing and defending quantifiable short- and long-term mission support IT program implementation goals that are linked to budgetary requirements.

Experience in making independent program management decisions concerning the acquisition of large organization IT resources, and in applying capital planning and performance-based management techniques to large organization IT acquisition.

Experience in identifying Information Assurance requirements for large organizations, and in developing, implementing and maintaining plans that assure the security accreditation of AISs and the supporting technology network infrastructure.

Factor 2, Supervisory Controls

The incumbent reports to the Director, DRTA and works under the broad policy guidance of the Director and Deputy Director, DTRA, with considerable latitude for exercising independent action.  Incumbent is delegated the authority to determine the solutions to major problems without consultation with supervisors.  Independent decisions are subject to after-the-fact review.

Factor 3, Guidelines

The incumbent must understand the IT requirements associated with the following Acts of Congress: Government Performance and Results Act of 1993, the Paperwork Reductions Act of 1995 (P.L. 104-13), the Clinger-Cohen Act of 1996 (P.L. 104-106).  In addition, the incumbent must be familiar with: the provisions of Chapter 35 of Title 44, U.S.C., Coordination of Federal Information Policy; the Computer Security Act of 1987; OMB Circular A-130, Management of Federal Information Resources; Executive Order 13011 dated July 16, 1996, Federal Information Technology; and Presidential Decision Directive 63.

Factor 4, Physical Demands

The work is primarily sedentary, but does involve some carrying of light items such as papers, files, books, and portable computers.  Intense concentration and performance of duties at maximum capability may be required on occasion to meet deadlines.

Factor 5, Work Environment

Work is performed in a typical office setting where no unusual safety precautions are required.

Other Significant Factors

In accordance with JTR Vol II, incumbent may be required to travel on occasion on regularly scheduled commercial or military aircraft in performance of duty.

Security clearance at Top Secret/SCI level is required.
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